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ABSTRACT: Rapid and accurate identification of cyber threats has become
essential for securing modern network infrastructures. In this study, a CNN based
intrusion detection system is used to identify anomalous patterns within network
traffic data. This is carried out by employing widely recognized benchmark datasets,
including NSL-KDD, KDD Cup 1999, and UNSW-NBI15, and comparing the
effectiveness of Support Vector Machines, Random Forest, and Convolutional
Neural Networks. The findings indicate that the CNN model outperformed other ML
based algorithms in high-dimensional data. Meanwhile, the Random Forest
algorithm demonstrates superior precision, particularly when detecting rare attack
classes. Based on these observations, a hybrid detection framework is introduced,
integrating the strengths of both deep learning and conventional ML approaches to
enhance classification performance and offer an efficient for real-time intrusion
detection in practical dynamic network settings.

Keywords: Intrusion Detection, Network Traffic Classification, Machine Learning,
CNN, Hybrid Detection Strategy

1. INTRODUCTION

The fast evolution of cyber attacks have significantly reduced the efficiency of traditional
intrusion and threat detection systems, particularly those that depend on signature-based
techniques. Such methods fail to identify new or dynamically changing attack patterns (Tavallaee
et al., 2009; Tsai et al., 2009). With today’s network environments expanding rapidly and data
traffic growing at an unprecedented rate, static rule-based mechanisms are no longer sufficient.
This situation highlights the necessity of more intelligent security solutions which respond fast.
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In light of these difficulties, ML (machine learning) methods have arose as a viable promising
alternative by enabling intrusion detection applications that learn from not only historical data but
also current real-time network traffic, as well as to adapt to previously unseen attack behaviors
(Kim & Kim, 2021). A lot of studies have indicated that ML-based approaches outperform
conventional methods in terms of accuracy, scalability, and adaptability. For example, the
Random Forest algorithm performs effectively on high-dimensional and noisy datasets, whereas
Support Vector Machines deliver strong classification performance in both binary and multiclass
scenarios (Folino et al., 2018; Roy et al., 2020).

Despite the promising capabilities of individual ML approaches such as Support Vector Machines
(SVMs) and Random Forest (RF), each model exhibits inherent limitations when dealing with the
diverse and evolving nature of modern cyber threats. In order to address these shortcomings, this
paper proposes a CNN (Convolutional Neural Network) based intrusion detection approach. The
primary objective is to leverage the automatic feature extraction and nonlinear learning
capabilities of CNNs to enhance overall detection performance across various attack types.
Specifically, our study presents a comparative evaluation of CNNs results against SVM and RF
which are tested on benchmark datasets including NSL-KDD, KDD Cup 1999, and UNSW-
NB15. Based on the experimental results, a CNN-centered detection framework is introduced,
aiming to provide an efficient and real-time applicable solution for dynamic network
environments.

The remainder of the work is organized as the following: Section 2 explains related work, Section
3 examines the methodology and datasets, Section 4 and 5 presents experimental results and
discussion, respectively. Section 6 summarizes the conclusion.

2. RELATED WORK

Modern computer networks form the backbone of today’s digital infrastructure, yet they
face growing exposure to diverse and continuously evolving cyber attacks including
probing attacks, denial-of-service and privilege escalation. Traditional IDSs, particularly
those based on signaturebased, perform effectively against known attack patterns but
suffer from significant limitations when confronting novel or adaptive threats, as they are
unable to generalize beyond predefined rules. To overcome these shortcomings, machine
learning techniques have been increasingly integrated into IDS solutions, enabling more
adaptive and data-driven analysis of network traffic. Among these, Random Forest and
Support Vector Machine algorithms demonstrate strong capabilities in accurately
detecting anomalous behaviors and classifying network activities. Widely used
benchmark datasets such as NSL-KDD help evaluate model performance, despite
persistent challenges like class imbalance and redundant feature sets.

More recently, DL architectures such as CNNs and LSTM (Long Short-Term Memory)
have shown improved detection performance by autonomously learning complex attribute
embeddings learned directly from the original input, thereby minimizing the need for
manual feature engineering. Nevertheless, concerns regarding computational overhead,
feature redundancy, and real-time deployment limitations remain critical.
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These issues form the primary motivation for this study, which aims to comparatively
assess both conventional ML and DL methods with the aim of constructing a more
efficient and flexible intrusion detection system.

There exist several studies in the literature that employ Convolutional Neural Networks
for intrusion detection purposes. For example, various studies have proposed CNN-based
models to effectively capture spatial features from network traffic data, reporting high
detection rates on standard benchmark datasets. Other research has applied deep CNN
architectures to both laboratory and real-world network environments, demonstrating that
CNNs have the ability to inherently extract relevant patterns independent of extensive
manual feature engineering. Some approaches have introduced multi-scale CNN
architectures that improve classification performance by extracting features at different
levels of granularity. Additionally, several works have combined CNNs with attention
mechanisms to help enable the model to prioritize the most significant, critical traffic
features, leading to improved detection of rare and minority attack classes. Collectively,
these findings confirm that CNN-based models offer significant advantages in
automatically learning hierarchical and nonlinear representations from raw or minimally
preprocessed network data, thereby outperforming traditional machine learning methods
across various intrusion detection scenarios.

3. MATERIALS AND METHODS

This part of the paper presents a detailed explanation of the dataset, data preparation
stages, mathematical foundations, and the architectural design of the proposed intrusion
detection system. The adopted methodology follows an end-to-end pipeline, which is
structured around four key phases: preparing the data, processing the features, training
the model, and assessing its performance.

3.1. Dataset Description

In this study, experimental evaluations were carried out using the NSL-KDD dataset, representing
an enhanced variant of the widely known KDD Cup 1999 dataset, a benchmark that is frequently
employed in intrusion detection system research. This dataset was specifically developed to
address several limitations found in the original version, including redundant records and
imbalanced class distributions. By eliminating duplicate entries and reorganizing the data
structure, NSL-KDD offers a more accurate, dependable, and fair benchmark for evaluating the
effectiveness of IDS solutions

The dataset consists of 41 network traffic features that characterize various aspects of network
connections. These attributes include fundamental parameters such as protocol type, service type,
connection duration, and transmitted data volume, as well as more advanced traffic-based and
host-based features that capture statistical patterns of network behavior.

Each data sample represents a specific network connection and can be classified either as normal
traffic or as one of various attack categories. This characteristic makes the dataset appropriate for
two types of classification problems: binary and multi-class within intrusion detection systems.
The dataset includes several primary attack types that reflect distinct intrusion behaviors
commonly observed in real-world network environments.
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e Denial of Service (DoS): Attacks aimed at disrupting system availability by
overwhelming network resources with excessive traffic loads.

e Probe: Attacks designed to scan networks and identify potential vulnerabilities for
future exploitation.

o Remote to Local (R2L): Attacks in which an outside party tries to obtain unauthorized
entry into a local machine.

e User to Root (U2R): Attacks in which a user with limited privileges attempts to
escalate access rights to obtain administrative control.

These categories reflect different types of malicious activities and provide a comprehensive basis
for determining the operational efficacy of IDS.

Table 1. NSL-KDD Attack Categories

Attack Category Description

DoS Denial of Service attacks targeting system
resources

Probe Network scanning and surveillance attacks

R2L Unauthorized remote access attempts

U2R Privilege escalation attacks

Normal Legitimate network traffic

Table 1 presents a summary of the primary attack categories included in the NSL-KDD dataset.
It highlights four primary attack categories: Probe, R2L, DoS, and U2R along with normal
network traffic, which collectively form the classification targets used in intrusion detection tasks.

A total of 41 features are included in the NSL-KDD dataset which shows different aspects of
network connections. These attributes include fundamental parameters such as connection
duration, protocol type, service information, and traffic-related statistics, along with more
complex features that capture behavioral patterns within network activity. These features are
utilized as input variables for training machine learning models aimed at classifying normal and
malicious traffic. Table 2 summarizes the ML and DL models employed in this study for the
classification of network traffic and detection of potential attacks.

Table 2. Machine Learning Models

Model Type Purpose

Random Forest Ensemble Learning Handles high dimensional data
Support Vector Machine Kernel-based classifier Nonlinear classification

CNN Deep Learning Automatic feature extraction
LSTM Recurrent Neural Network Temporal pattern learning

3.2. Data Preprocessing

In the data preprocessing step, categorical attributes were converted into numerical
equivalents through one-hot encoding to make them compatible with machine learning
algorithms. Moreover, the numeric features underwent scaling through Min-Max
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normalization in order to standardize feature ranges and enhance model stability during
training.

The Min-Max normalization process can be written as:
x_norm = (x — x_min) / (x_max — x_min)

To ensure a balanced evaluation, we separated the dataset into training (70%) and testing (30%)
subsets through stratified sampling, thereby retaining the original class distribution within both
subsets.

3.3. CNN Model

Convolutional Neural Networks, commonly abbreviated as CNNs, function as are designed to
automatically learn hierarchical feature representations by applying convolutional operations
followed by pooling mechanisms, enabling the extraction of meaningful patterns directly from
raw input data, eliminating the need for hand-crafted features.

The convolution operation can be mathematically expressed as:
y(t) = [ x(a) w(t — a)da

Preprocessing 'A Model Training 3 @

Figure 1. IDS workflow.

Figure 1 illustrates the complete processing pipeline of the suggested intrusion detection system.
The process begins with the acquisition of network traffic data, after which data preparation
operations including normalization and encoding. Subsequently, feature selection techniques are
applied to reduce dimensionality and enhance computational efficiency. The processed data is
then used in the model training phase, where both traditional ML together with deep neural
network methods learn to distinguish between normal and malicious traffic patterns. At the final
stage, the trained models are assessed with evaluation criteria such as accuracy, precision, recall
and F1-score.

3

Table 3. CNN Architecture Parameters

Layer Configuration

Input Layer 41 features

Conv Layer 1 32 filters, kernel 3x3, ReLU
Pooling Layer MaxPooling 2x2

Conv Layer 2 64 filters, kernel 3x3, ReLU
Pooling Layer MaxPooling 2x2

Dropout 0.25

Dense Layer 128 neurons, ReLU

Output Layer Softmax
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Table 3 outlines the structure of the convolutional neural network utilized in the proposed
intrusion detection system. The model operates on 41 input features obtained from the NSL-KDD
dataset. Initially, a convolutional layer with 32 filters and a 3x3 kernel, combined with a ReLU
activation function, is applied to extract primary feature patterns from the input data. This is
followed by a max-pooling layer, which downsamples the feature maps spatially and improves
computational efficiency.

In the next stage, another convolution layer containing 64 filters serves as employed to capture
more complex and higher-level feature representations from the network traffic. To reduce
overfitting, a dropout layer set to 0.25 is added while training the model. Finally, a fully connected
dense layer with 128 neurons is applied before the softmax output layer that performs the final
classification by assigning each instance to its corresponding attack category.

3.4. CNN Model Design

The convolutional neural network architecture employed in this study is not a completely original
deep learning model; instead, it is adapted from a well-known CNN design and customized
specifically for the network intrusion detection problem. The primary reason for selecting CNN
is its strong ability to autonomously learn hierarchical feature representations from high-
dimensional data, thereby removing any dependence on manually extracting features. Although
CNNs are most commonly associated with image-based tasks, recent research has shown that they
can also perform effectively on structured network traffic data after suitable transformations are
applied. In this work, the NSL-KDD benchmark served as first converted into a numerical feature
matrix and then reshaped to make it suitable for convolutional operations. The resulting network
structure includes convolution layers responsible to extract meaningful features pooling layers
used for reducing dimensionality.

In this study, the CNN-based method is employed primarily to evaluate its performance relative
to conventional ML methods, specifically Random Forest and SVM, with the goal of enhancing
intrusion detection capabilities. Accordingly, the proposed CNN model accepts 41 input features
and performs both convolution and pooling operations to identify underlying patterns. A layer
where every neuron connects to all activations from the previous stage containing 128 neurons is
utilized to learn meaningful feature representations, while the last step of labeling is carried out
using a softmax output layer that assigns each data instance to one of several predefined attack
categories.

This study employs a CNN-based method to detect intrusions and categorize network attacks. Our
altered model uses 41 features of network traffic from NSL-KDD dataset which are first reshaped
to be compatible with convolutional processing. One convolution layer containing 32 filters and
ReLU activation function captures significant patterns in the input data. Next, a max-pooling layer
is added which uses a 2x2 window to reduce the dimensionality of the extracted features thereby
increasing computational efficiency.

For better generalization and protection against overfitting, a dropout layer with a 0.25 rate is
incorporated into the architecture. Following this, the extracted features are fed through fully
connected dense layers consisting of 128 neurons, helping the model learn further expressive
mappings between features and outputs. Finally, multi-class classification is performed using a
softmax output layer that determines the assignment of each input instance to one of five
predefined categories.
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Figure 2. Structure of the proposed CNN-driven IDS model

The Figure 2 illustrates the structure of the CNN used for intrusion detection. The model processes
network traffic features through convolutional, pooling, and fully connected layers, together with
the ultimate SoftMax layer classify the traffic into normal activity or one of the attack categories.
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Figure 3. Proposed CNN Architecture for Intrusion Detection

Figure 3. CNN-based Intrusion Detection Model Architecture
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Figure 3 demonstrates the architecture of the CNN design used in this study for intrusion
detection. The model takes 41 network traffic features as input, applies convolution and max-
pooling layers to extract important patterns, and uses a dense layer for feature learning. In the
final step, a softmax output layer categorizes the network traffic into five classes representing
normal traffic and different attack types.

3.5. Model Training

Loss function used in training:
J = (m—y®)" Q(m — y)
Gradient descent update rule:

W_new = W_old — a (9C / W)

The ROC curve is used to evaluate the effectiveness of a classifier. This curve illustrates
the trade-off between the true positive rate and the false positive rate across various
threshold settings. A curve nearer to the top-left region indicates better classification
performance, meaning the model demonstrates a superior true positive rate alongside a
reduced false positive rate.

Table 4. Evaluation Metrics

Metric Formula

Accuracy (TP +TN)/ (TP + TN + FP + FN)

Precision TP /(TP + FP)

Recall TP /(TP + FN)

F1-score 2 x (Precision x Recall) / (Precision + Recall)

Table 4 outlines the metrics used to gauge the proposed model's performance. Accuracy represents
the overall prediction correctness. Precision captures the fraction of correct positive predictions
out of all positive labels. Recall reflects the model's ability to detect every actual positive instance.
The F1-score, being the harmonic mean of Precision and Recall, serves as a balanced performance
measure, particularly useful under imbalanced class conditions.
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4. EXPERIMENTS AND OBSERVATIONS

In this section, we provide an in-depth empirical analysis of the proposed IDS framework. The
key aim is to compare how different ML and deep learning models perform on the NSL-KDD
benchmark. Quantitative metrics along with visual aids like performance charts and confusion
matrices are used to better interpret model behavior and classification accuracy.

Table 5. Performance benchmark of the examined models

Model Accuracy Precision Recall Fl-score
RF 94.6% 92.4% 91.8% 92.1%
SVM 92.1% 90.3% 89.9% 90.1%
CNN 96.3% 93.8% 92.6% 93.2%
LSTM 95.2% 91.5% 91.2% 91.3%

Table 5 shows the comparative performance of the four evaluated models. CNN outperformed all
other models in both accuracy and Fl-score among the algorithms. This indicates that
convolutional feature extraction is effective in capturing complex patterns within network traffic.
Although Random Forest also produced strong results, the CNN model demonstrated better
overall generalization capability (Figure 4).

Accuracy Comparison of IDS Models

100 A

80 1

60 -

Accuracy (%)

40 A

20 A

RF SVM CNN LSTM
Model

Figure 4. Accuracy comparison of RF, SVM, CNN and LSTM models.

The accuracy comparison graph offers an intuitive illustration of model performance, making it
easier to observe the differences between the evaluated algorithms. The CNN model stands out
with the highest accuracy value, indicating its strong capability in capturing complex patterns
within the dataset. The consistency between graphical and numerical results further validates the
reliability of the experimental findings.
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Confusion Matrix Analysis
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Figure 5. Confusion matrix for the CNN-based IDS model.

The confusion matrix mentioned by class, revealing how successfully the CNN model
performed in classification task. It has diagonal elements that show instances classified
correctly and off-diagonal elements that show misclassified samples. If there are values
heavily centered on the diagonal, signifying that the model delivers effectively when
distinguishing between different attack categories.

The results indicated that the CNN model identifies most of the attack types like DoS,
Probe, R2L, and U2R with high classification accuracy further confirming its
effectiveness in intrusion detection tasks.

5. DISCUSSION

The results obtained from this research show that deep learning techniques contribute significantly
to enhancing intrusion detection performance. Across all tested algorithms, the Convolutional
Neural Network achieved the highest accuracy and overall classification success, demonstrating
its strong ability to learn complex and nonlinear patterns within network traffic data and to
successfully separate legitimate traffic from harmful ones. Long Short-Term Memory models also
produced competitive results; however, the CNN offered a more balanced and computationally
efficient solution for this specific dataset. Classic machine learning techniques, for instance RF
and SVMs, yielded slightly lower performance metrics, yet their simplicity and reduced
computational requirements make them suitable candidates for real-time deployment.

Another notable observation is the improved detection rates for less frequent attack types like
User-to-Root (U2R) and Remote-to-Local (R2L). This enhancement is attributed to the applied
preprocessing techniques—particularly feature normalization and dimensionality reduction—
which help the model focus on more informative and discriminative patterns. Despite these
advantages, deep learning-based models demand greater computational resources and may
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encounter limitations in real-time scenarios. Furthermore, their susceptibility to adversarial
examples continues to be a major issue that requires attention in future work. Upcoming work
should prioritize the development of hybrid and adaptive intrusion detection systems that achieve
an effective trade-off among accuracy, robustness, and computational efficiency within dynamic
network environments.

6. CONCLUSION

Within this research, a detection framework incorporating both conventional ML and DL
architectures were conceived for improving the rate of detection of harmful actions within
a network traffic. The proposed method incorporates feature preprocessing and
optimization techniques with convolutional neural network (CNN) modeling to enhance
the classification capability of intrusion detection systems.

Experimental results using the NSL-KDD dataset indicate that the CNN-based model
performs better than traditional machine learning algorithms such as Random Forest and
Support Vector Machines. Specifically, the CNN based model attains higher accuracy,
F1-score, and ROC-AUC values, which proves its efficiency in learning complex patterns
and nonlinear relationships within network traffic data.

Several preprocessing methods, including feature normalization and dimensionality
reduction, were additionally employed to minimize redundant information and enhance
the model's generalization capability. As a result, detection performance improved for
minority attack types namely Remote-to-Local (R2L) and User-to-Root (U2R), attacks
that are typically more challenging to identify.

The outcomes of this study shows that DL approaches can be highly effective for intrusion
detection tasks. They also highlight the importance of integrating various techniques in
order to develop more powerful and reliable systems.
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Kentsel Morfoloji Uzerinden iklim Duyarh Kentsel Tasarim: Kentsel
Is1 Adas1 Ve Gokyiizii Goriis Faktorii Iliskilerinin Degerlendirilmesi

Ece Simay Soyucak!, Dog¢. Dr. Umut Erdem?
’[zmg’r Demokrasi Universitesi, E-mail:ecesimaysoyucak@gmail.com
2[zmir Demokrasi Universitesi, E-mail:umut.erdem@idu.edu.tr

Ozet: Hizli kentlesme siireci ve kentlerin fiziksel yapisinda meydana gelen
degisimler, kentsel alanlarin kirsal ¢evreye gére daha fazla isi tutmasina neden olan
Kentsel Is1 Adast (KIA) etkisini ve beraberinde mikroiklimsel problemleri
getirmektedir.  Kentlesmenin getirdigi yogun yapilasma, gecirimsiz yiizeylerin
artisi, actk yesil alanlarin artisi, plansiz yerlesimin beraberinde getirdigi sokak
geometrisi ve artan bina yiikseklikleri nedeniyle kentlerin termal ¢evresi dogrudan
etkilenmis ve bu durum ozellikle yaz aylarinda sicakliklarin artmasina neden
olmustur. Kentsel alanlardaki 1s1 tutulumu KIA etkisinin artisina ve bu nedenle
yalnizca gevresel degil ayni zamanda enerji tiiketimi, termal konfor ve kentsel yasam
kalitesine de etki etmistir. Bu baglamda kentsel morfolojinin iklim iizerindeki
etkilerinin incelenmesi, iklim duyarli planlama ve tasarim yaklasimlarinin
gelistirilmesi  agisindan  6nem  tasimaktadwr.  Gokyiizii  goriis  etkisi;  kentsel
morfolojinin mikroiklim tizerindeki etkisini morfolojinin kapsadig yapt yogunlugu,
bina yiikseklikleri, sokak geometrisi gibi dzellikleri tizerinden degerlendirerek
gokyiiziiniin - ne  kadar  gorindiigii  olgiitii  tizerinden  termal  ¢evrenin
degerlendirilmesinde rol oynamaktadir. Bu calisma, kentsel morfoloji ile dogrudan
baglantili olan Gokyiizii Goriis Faktorii (GGF) ile Kentsel Ist Adasi (KIA) etkisi
arasmndaki iligkiyi morfolojik parametrelerle beraber degerlendirerek mikroklimatik
kosullart degerlendirmektedir. Arastirma kapsaminda, farkli kentsel dokularda
gokyiizii goriiniirliigiindeki degisimin yiizey sicakliklarini nasil etkiledigi ve iklim
duyarl kentsel tasarim stratejileri icin gerekli parametreleri degerlendirmektedir.
Bu caliymada CBS tabanli mekdnsal ve iklimsel analiz yontemlerinden
yararlanilarak farkl kentsel dokulardaki KIA gostergeleri ile GGF degerleri
degelendirilmis ornek ¢alisma alani vizerinden analizleri yapimistir. Uydu verileri,
mekansal analizler ve morfolojik degerlendirmeler araciligiyla farkl yapilagma
karakterlerine sahip alanlarin mikroiklimsel performanslari incelenmektedir.
Calisma alant olarak, biinyesinde gecekondu yerlesimlerinden yiiksek katli modern
bloklara kadar farkl morfolojik yapilari barindiran Izmir’in Bayrakl ilcesi
se¢ilmistir. Farkli morfolojik ozelliklere sahip alanlari bir arada bulunduran
Bayrakli Iicesinde, kentsel dokular incelenmis ve belirlenen drnek alanda yapilan
saha ¢alismalart ile birlikte farkli dokulardaki GGF degerleri 180 derecelik
balikgézii (fish-eye) lens kullanilarak hemisferik gériintiiler ¢ekilmis ve bu
goriintiiler  binarizasyon  (siyah-beyaz — maskeleme)  yontemiyle islenerek
hesaplanmistir. Elde edilen veriler dogrultusunda farkli kentsel dokularin
mikroiklim tizerindeki etkilerinin karsilasturmali olarak degerlendirilmesi ve iklim
duyarl kentsel tasarim yaklagimlarina katkt saglayacak bir ¢erceve olusturulmasi
hedeflenmektedir.

Anahtar Kelimeler: kentsel 1s1 adasi (kia), gokyiizii goriis faktorii (ggf), kentsel
morfoloji, mikroiklim, iklim duyarl kentsel tasarim
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Abstract: Rapid urbanization and the physical transformation of cities have led to
the emergence of Urban Heat Island (UHI) effects, causing urban areas to retain
more heat than surrounding rural environments and resulting in various
microclimatic problems. The dense built environment brought by urbanization, the
increase in impermeable surfaces, the reduction of open and green spaces, irregular
street geometry caused by unplanned settlements, and increasing building heights
have directly affected the thermal environment of cities, particularly leading to
higher temperatures during summer periods. Heat retention in urban areas has
intensified the UHI effect, influencing not only environmental conditions but also
energy consumption, thermal comfort, and overall urban quality of life. In this
context, examining the impacts of urban morphology on climate is essential for the
development of climate-sensitive planning and urban design approaches. Sky View
Factor (SVF) plays a significant role in evaluating the thermal environment by
assessing how much of the sky is visible through morphological characteristics such
as building density, building heights, and street geometry, which constitute the
effects of urban morphology on the microclimate. This study evaluates microclimatic
conditions by examining the relationship between Sky View Factor (SVF) and Urban
Heat Island (UHI) effects together with morphological parameters directly
associated with urban morphology. Within the scope of the research, the study
investigates how variations in sky visibility across different urban textures affect
surface temperatures and identifies the parameters required for climate-sensitive
urban design strategies. In this study, GIS-based spatial and climatic analysis
methods were employed to evaluate UHI indicators and SVF values within different
urban textures through analyses conducted on selected sample areas. Satellite data,
spatial analyses, and morphological evaluations were utilized to investigate the
microclimatic performance of areas with different urbanization characteristics. The
study area was selected as the Bayrakli district of Izmir, which contains a wide range
of morphological structures from informal settlements to high-rise modern building
blocks. Within Bayrakli, where areas with diverse morphological characteristics
coexist, urban textures were examined and field studies were conducted in selected
sample areas. SVF values in different urban textures were calculated by capturing
hemispherical images using a 180-degree fisheye lens and processing these images
through a binarization (black-and-white masking) method. Based on the obtained
data, the study aims to comparatively evaluate the impacts of different urban textures
on the microclimate and establish a framework that contributes to climate-sensitive
urban design approaches.

Keywords: urban heat island (uhi), sky view factor (svf), urban morphology,
microclimate, climate-sensitive urban design
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Hizli kentlesme ve kirdan kente go¢ hareketleri ile kentlerin fiziksel yapisinda 6nemli
degisimlere yol agmaktadir. Niifus artis1 ve kentteki fiziksel degisimlerin yol actigi
mikroiklimsel problemler ortaya cikmaktadir. Kentsel Is1 Adasi (KIA) etkisi bu
sorunlarin basinda gelmektedir. KIA; kentsel alanlarin en yakinindaki kirsal alana gore
daha fazla 1s1 tutmasi durumudur. Bu 1s1 tutmast durumu yagis diizeni gibi iklimsel
kosullarla etkilesime girip kentlerde mikroiklimin degismesine, yilizey sicakliklarinin
artmasina ve insan termal konforunun olumsuz etkilenmesine neden olmaktadir. Ayrica
yuksek sicaklik degerleri enerji tiiketiminin artmasina, acik alan kullaniminin azalmasina
ve Ozellikle yaglilar, cocuklar ve kronik rahatsizliga sahip bireyler gibi hassas gruplar
tizerinde saglik problemlerinin ortaya c¢ikmasma yol acgabilmektedir. Sicak hava
dalgalarimin son yillarda daha sik goriilmesiyle birlikte kentlerde sicaklik kaynakli saglik
riskleri daha goriiniir hale gelmis, termal konfor ve kentsel saglik iliskisi kent
calismalarinda 6nemli bir arastirma konusu haline gelmistir. Kentsel iklim krizine kars1
dayanikli kentler hedefinde KIA etkisinin azaltilmas1 gerekli bir hale gelmistir.

Calisma kapsaminda farkli morfolojilere sahip alanlarda; morfoloji ile direkt baglantili
Gokytizti Goriis Faktorii (GGF) ve KIA etkisi arasindaki iligki incelenmistir ve bu
iliskinin dogurdugu sonuglar tespit edilmistir. Bu kapsamda; iklime duyarli planlama ve
tasarlaim  stratejilerine zemin olusturabilecek parametrelerin  ortaya ¢ikmasi
hedeflenmistir. Calisma kapsaminda;

-Farkl1 kentsel morfoloji 6zelliklerine sahip alanlarda yap1 yogunlugu, bina ytiksekligi,
sokak geometrisi ve agik-yesil alan varligi KIA etkisi ve mikroiklim kosullarini nasil
etkilemektedir?

-Gokylizii goriis faktorii ile Kentsel Is1 Adasi etkisi arasinda nasil bir iligki bulunmaktadir
ve farkli kentsel dokularda gokytizii goriintirliigiindeki degisim yiizey sicakliklarini nasil
etkilemektedir?

-Yogun yiksek yapilagsma alanlari, orta yogunluklu yerlesim alanlar1 ve diisiik
yogunluklu agik-yesil alan agirlikli bolgeler arasinda Kentsel Is1 Adasi etkisi, gokytizii
gorlis faktorii ve mikroiklimsel performans agisindan nasil farklhiliklar ortaya
cikmaktadir? sorularina yanit bulunmasi beklenmektedir.

Giris

Kavramsal Cerceve

Kentsel Is1 Adast (KIA) Etkisi

Kentsel Is1 Adas1 kavrami ilk olarak Luke Howard tarafindan; kentteki 1s1 seviyelerinin
en yakimindaki kirsal alana gore daha yiiksek oldugu Londra sehri iizerinde yaptigi
calisma ile birlikte tanimlanmistir (Howard, 1833, aktaran Oke, 1982). Kentsel 1s1 adas1
etkisi, kentsel alanin en yakinindaki kirsal alana gore niifus, fiziksel yap1 ve insan
faaliyetleri nedeniyle daha fazla 1s1 tutma kapasitesi olmasi durumudur (Demircioglu
Yildiz, Avdan, & Avdan, 2019). KIA etkisi sonucunda nem, yagis orani ve riizgar
akisinda degisikliklere neden olur (Komiircii, 2022). Ayn1 zamanda, KIA nin yarattig
etki ile insan termal saglig1 da negatif yonde etkilemektedir(Komiircii, 2022).
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Kentsel Ist Adasi Etkisini Etkileyen Faktorler

1. Arazi Ortiisii Degisimi ve Kentsel Fonksiyonlar

Kentlesme siireci ile birlikte alan kullanimlar1 degismekte; dogal cevre ve agik-yesil alan
kullanimlar1 kentsel alanlarda smirli hale gelmektedir (Yilmaz & Oztiirk, 2023). Bu
stirecte, kentsel yerlesimlerin olusturdugu gecirimsiz yiizeylerin (yapilar, yollar,
otoparklar vb.) , dogal ve yar1 dogal peyzaj alanlarinin yerini almasi ile birlikte KIA etkisi
olusumuna neden oldugu gozlemlenebilmektedir (Demircioglu Yildiz, Avdan, & Avdan,
2019). Kentsel kullanimlarda konut, sanayi, ticaret ve ulagim gibi fonksiyonlarin artisi ile
birlikte enerji tiiketimi, tiiketim kaynakli 1s1 yayilimi gibi faktorler KIA etkisinin artigina
yol agmaktadir (Komiirciioglu, 2022).

2. Mavi ve Yesil Altyapr Varligi
Kent igerisindeki mavi (deniz, gol, nehir vb.) ve yesil (orman, parklar, agaclar vb.) altyap1
kent mikroklimasina etki edip iklimi diizenleme konusunda 6nemli fonksiyonlar1 oldugu
ve ylizey sicaklarinin diismesini saglayan sogutma mekanizmalaridir (Sentiirtk &
Cubukcu, 2022). Kentlesme siireci ile birlikte yap1 yogunlugu artis gosterirken yesil
alanlardaki disiis ile birlite dogal soguma siirecinin kisitlanmasi nedeniyle KIA etkisi
siddetlenmektedir (Tonyaloglu, 2019).

3. Yiizey Malzemelerinin Termofiziksel Ozellikleri ve Albedo
Kentsel yiizeylerde kullanilan malzemelerin 15181 yansitma kapasitesine (albedo) gore 1s1
depolama kapasiteleri KIA etkisi lizerinde etkili olmaktadir (Giilten, 2014). Kentsel
alanlarda kullanilan asfalt, beton , tugla gibi malzemelerin 15181 yansitma ve 1s1y1 tutma
kapasiteleri farklilik gostermektedir. Koyu renkli ve diisiik albedolu yiizeyler giines
enerjisini emerek giin i¢inde 1s1 depolamakta ve gece boyunca depolanan enerji atmosfere
salinarak kentsel alanlarda 1s1 salinimina neden olmaktadir (Komiirctioglu, 2022).

4. Kentsel Morfoloji ve Geometrik Yap1
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Kentin geometrik yapisi, riizgar akisi, giineslenme etkisi, radyasyon aligverisi ve 1s1 tutma
gibi faktorleri etkileyerek KIA etkisini belirleyen faktdrlerden biridir; bu fiziksel form
bina yiiksekligi - sokak genisligi oran1 ve Gokylizii Goriis Faktorii (GGF) kapsaminda
1sinin hapsolmasinda rol oynamaktadir (Giilten, 2014).

5. Antropojenik Is1 ve Demografik Faktorler
Antropojenik 1s1, insan kaynakli dogrudan atmosfere birakilan atik 1silar ve kent
sicakligini yiikselten bir diger ana faktordiir (Bas & Partigde, 2023). Bu 1s1 yayilimi;
sanayi siteleri, trafikte motorlu tagitlarin yaydigi 1s1, bina sogutma sistemlerinden yayilan
sicak hava gibi etmenlerden 6tiirii sicak hava yaymaktadir ve yogunlasan niifus ile nu tiir
faaliyetlerin artmasi sebebiyle etkisi giiclenmektedir. (Bas & Partigoc, 2023).

Kentsel Morfoloji

Kentsel morfoloji, sokaklarin, yap1 adalarmin ve binalarin olusturdugu mekansal
kurgusunun degerlendirilmesi ve bu yapinin zaman i¢indeki degisimini incelemektedir
(Kogdemir, 2022). Kentsel mekanin organizasyonunu; binalar, parseller, sokaklar ve
parklar gibi kentsel morfolojiyi tanimlayan elemanlarin zaman igerisindeki degisimlerini
inceleyerek bir yerlesim dokusunun tarihsel donemler baglaminda nasil olustugunun da
tipolojik olarak tespit edilmesini saglar (Tezer, 2019). Yap1 yogunlugu, yap1 yliksekligi,
sokak dokusu ve agik alan dagilimi gibi fiziksel ¢evre ozellikleri ile belirlenen kentsel
formun yapisini ifade etmekte ve bu yap1 kent mikroklimasini, sicaklik dagilimlarini ve
hava akimlarini etkilemektedir (Canan, 2017).

Gokyiizii Goriis Faktorii (GGF)

Gokytizii goriis faktorii, kentin morfolojik dokusunun Bu faktor, gokyiizliniin agiklik
seviyesini 0 ila 1 arasinda degerlendirildigi bir dlcektir ve bu degerlendirmede deger 1 e
yaklastik¢a aciklik seviyesinin yiiksek oldugu ve engellenmemis bir goriintiiniin elde
edildigi bir alani temsil eder (Middel, Lukasczyk, & Maciejewski, 2017). Bu 6lgek
kentsel alandaki binalar ve agaclar gibi gokylizii goriinlisiinii etkileyen engelleyici
faktorler ve goriinen gokylizli oranin1 hesapayan bir 6l¢ektir (Xu, Lu, & Liu, 2024).
Gokytizii goriis Faktorii morfolojiyi karakterize eden onemli ozelliklerden biridir ve
bircok calisma kentsel sicaklik ve morfoloji arasinda belirgin bir baglanti oldugunu
savunmaktadir (Wang, Liu, Chen, Cheng, & Du, 2023). Bu dogrultuda gokytizii goriis
faktoriinii belirleyen morfolojik etkiler nedeniyle; bu gosterge KIA etkisi ¢caligmalarinda
bir parametre olarak kullanilmaktadir. GGF hesaplamalarinda balik gozii fotograflama
tekniginde “GGF= Gokyiizii Alani/ Toplam Hemisfer Alam” formuli
kullanilmaktadir.
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Sekil 2 Gokyiizii Goriis Fakotorii Olgiimii Ornek Fotograflari
Kaynak: Middel, Lukasczyk, & Maciejewski, 2017

Kentsel Morfoloji, Kentsel Ist Adast Etkisi ve Gokyiizii Goriis Faktorii Iliskisi

Yapt yoguniugu GOKYUZU
KENTSEL Yapi yilksekligi GORUS Gokylizii gériiniirliik orani KENTSEL
i Sokak geometrisi . Giineslenme orani ISI ADASI
e H/W orani FAKTORU Isi yayihm kapasitesi
Acik ve yesil alanlar (SVF)

Sekil 3 Kentsel Morfoloji, Kentsel Is1 Adasi Etkisi ve Gokyiizii Goriis Faktorii {liskisi Diyagrami
Kaynak: Yazar tarafindan olusturulmustur.

Kentsel Morfoloji ve Gokyiizii Gériis Faktorii (GGF) Iliskisi

Kentsel morfoloji kentin fiziksel dokusunu tanimlayan bir unsurdur ve Gokyiizii Goriis
Faktorii kentin fiziksel dokusu tarafindan engellenen gokyliiziiniin goriilebilme orani
tarafindan tanimlanan bir faktdr oldugu i¢in morfoloji ile dogrudan iligkilidir.

Bu kapsamda;

-Yap1 yogunlugu ve yiiksekligi arttikca 6zellikle yiiksek katli bnalarin ve yapi adasi
icindeki binalarin birbirine yakin oldugu alanlarda  GGF diigme egilimindedir
(Canan,2017).

-Kentsel kanyonlar ve sokak geometrisi kapsaminda yiiksek binalar ve dar sokaklarin
bulundugu alanlar “kentsel kanyonlar” olarak tanimlanmistir (Cigek & Dogan, 2005) ve
bu kent geometrisi ylikseklik-geniglik orani agisindan yiikseklik artis1 yasanip sokak
genislikleri azaldik¢a GGF diisiis egilimindedir (Canan,2017).

-Agik alan ve kamusal mekan yerlsiminin oldugu dokularda GGF degeri artis gdstermekte
bu nedenle KIA etkisi diisiis egiliminde olmaktadir.

GGF degeri 3 boyutlu olarak tanimlanabilecek alanin morfolojik durumunu ufuk sinirlari
acisindan tanimlayarak 2 boyutlu 6lg¢iilebilir bir hale indirgemekte, bu sayede mikroiklim
ve 1s1 birikimi lizerindeki etkileri sayisal olarak degerlendirilebilmektedir (Middel,
Lukasczyk, Maciejewski, Demuzere, & Roth, 2018).
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Kentsel Is1 Adasi (KIA) Etkisi ve Gékyiizii Goriis Faktorii (GGF) Iliskisi

Yogun ve yiiksek yapilagma bulunan alanlarda, bina yakinligi ve kanyon geometrisi
nedeniyle giindiiz depolanan 1sinin gece atmosfere yayilimini engellemektedir ve boylece
bu 1sinin kentsel doku icerisinde hapsolmasina neden olmaktadir (Canan,2017). Bu
nedenle KIA etkisi ve GGF arasindaki iliski ters orantilidir. KIA etkisini azaltmak
amaciyla yapilan caligmalarda siirdiiriilebilir kentsel planlama ve tasarim siireglerinde
GGF acisindan diistik degerlere sahip alanlar olusturulmasi kentsel 1s1 birikimini
hafifletmek ve termal konforu iyilestirmek ve kentlerin uzun vadeli ¢evresel ve sosyal
hedeflerine ulagmalarina yardimci olmak adina kullanilmakta olan bir parametredir
(Solanki, Amirtham, & Deb, 2025).

Yontem

Bu ¢alismada nicel arastirma yontemi esas alinmis; kentsel morfoloji, Kentsel Is1 Adasi
(UHI) etkisi ve Gokytizii Goriis Faktorii (GGF) arasindaki iliskiye yonelik ulusal ve
uluslararas1 akademik calismalar kapsamli bi¢imde incelenmistir. Gergeklestirilen
literatiir degerlendirmeleri dogrultusunda, kentsel dokularin mikroiklim {tizerindeki
etkilerini ortaya koyan temel mekansal ve ¢evresel parametreler belirlenmistir. Caligmada
ayrica Cografi Bilgi Sistemleri (CBS), uzaktan algilama yontemleri ve Landsat uydu
verileri kullanilarak farkli kentsel dokularin termal 6zellikleri incelenmistir. Belirlenen
parametrelerin test edilebilmesi i¢in birden fazla morfolojik yapiy1 igerisinde barindiran
Tiirkiye’de yer almakta olan Izmir ili Bayrakli ilgesinin KIA egilimleri analiz edilmis ve
ornek alan tizerinden morfolojik kosullar ve GGF degeri hesaplamalari ile birlikte KIA
egilimi tespit edilmistir. GGF degeri balik gozii lens yardimi ile sabir bir ytikseklikten
hemisferik goriintiiler lizerinden gokyiizii ve engelleyici ylizeyler binarization yontemiyle
ayristirilmis ve piksel tabanli alan analizi uygulanmistir. Ornek alandaki farkli dokularin
yer aldig1 lokasyonlardan goriiniitler alinarak hesaplamalar yapilmistir.

Bulgular
Calisma Alani: izmir—Baymkh Ilcesi

Calisma alan1 olarak Izmir ilinin Bayrakli Ilgesi secilmistir. Bayrakli Ilgesinin se¢ilmis
olmasinin nedeni ¢esitli kentsel dokulara ve morfolojik Ozelliklere sahip bir alan
olmasidir. Bayrakli ilgesi 1950-1960 yillarindan itibaren aldig1 gogle beraber gecekondu
yerlesimine konu olmustur (Kog,2023) ve 2000 li yillarin basindan itibaren ofis-konut
uygulamalarinin ¢ogalmasi ile bilrlikte alanda yiiksek katli, ofis-konut yerlesimlerinin de
bulundugu bir alan olmaya baslamistir (Ballice, Nakip, & Paykog¢ Ozgelik, 2022). “2003
yil1 1/5000 Nazim Imar Plan1” icerisinde kentin yeni merkezi olarak ilan edilen Konak
Alsancak Punta Bolgesi ve Bayrakli ilgesi Salhane Mahallesi alanlarinda ticari konut
agirlikli yerlesimin bolgeye uygulanmasi ile birlikte alanda yiiksek katli ofis-konut
yerlesim yogunlugu artmistir (Tutar, 2019). Bu sayede Bayrakli Ilgesi yamaclara
yerlesmis olan gecekondu yapisi ve sahil kesiminde bulunmakta olan yiiksek katl
yerlesim ve planli orta katli mahalleleri de bir arada bulundurmasiyla ¢esitli morfolojik
ozelliklere sahip yerlesim desenine sahip bir alan haline gelmistir.
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Sekil 4 2003 Y1li izmir Yeni Kent Merkezi 1/5000 Olgekli Nazim imar Plam
Kaynak: izmir Biiyiiksehir Belediyesi (2003) aktaran Tutar, O. (2019)

Bayrakli il¢esinde farkli kentsel dokularin goézlemlenebilmesi i¢in saha gezileri
yapilmustir. Bu dogrultuda Sekil 4’te gozlemlenebilecegi gibi, Yeni Kent Merkezi olarak
belirlenmis alanin Bayrakl lgesindeki kisminda yiiksek katli ofis-konut yerlesimlerinin
bulundugu kentsel doku, orta katli (4-8 kat) apartman tipi yapilasmanin ve diisiik kath
konut yapilarinin bulundugu bolge, farkli yapr yiikseklikleri ve yapilasma karakterlerinin
bir arada bulundugu heterojen bir kentsel doku yapis1 gostermektedir.
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Sekil 5 Bayrakli ilgesi Farkli Kentsel Doku Ornekleri
Kaynak: Yazarin Kisisel Arsivi

Farkli morfolojik ozelliklere sahip yap1 dokularmi igeren Bayrakli Ilgesi’nde
gerceklestirilen Arazi Yiizey Sicakligi (LST) analizleri ile Google Earth {izerinden farkli
yillara ait elde edilen goriintiilerin karsilastiriimasi sonucunda, kentsel yayilimin artisiyla
birlikte Arazi Yiizey Sicakligi degerlerinde de artis egilimi gézlemlenmektedir.
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Sekil 6 izmir li Arazi Yiizey Sicakliklar1 Analizi (2024)
Kaynak: U.S. Geological Survey [USGS], 2024 uydu verileri kullanilarak tiretilmistir.

Bayrakli ilgesi kapsaminda yapilan Arazi Yizey Sicakliklari analizi ile birlikte kentin
bilylime yoniiyle uyumlu olarak yiizey sicakliklarinda artis gozlemlenmektedir.

2015

Sekil 7 Bayrakh Il(;es1 2015 2024 Y111ar1 Kentsel Gehslm ve Arazi Sicaklig1 Karsilagtirmasi
Kaynak: 2015-2024 Google Earth goriintiisii ve USGS 2015-2024 uydu verileri kullanilarak tiretilmistir.
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Ornek Alan Calismast

Karsiyaka

Aksoy

Kaynak:OpenStreetMap verileri kullanilarak yazar tarafindan tiretilmistir.

Farkli morfolojik 6zelliklere sahip kentsel dokularin bir arada bulundugu Bayrakli
[lgesi’nin 1. ve 3. bdlge sinirlari igerisinde yer alan Adalet, Mansuroglu ve Manavkuyu
mabhallelerinde; diisiik, orta ve yiiksek katl1 yapilasma oriintiilerinin yani sira farkli sokak
genisliklerine sahip kentsel dokularin varligi tespit edilmistir. Bu kapsamda farkli
morfolojik ozellikleri temsil eden 6rnek alanlar belirlenmis ve balikgozii (fisheye)
goriintiiler iizerinden Gokylizii Goriis Faktorii (GGF/SVF) olgiimleri gergeklestirilerek
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yapt yogunlugu, kat yiiksekligi ve sokak genisligi gibi morfolojik parametrelerin
mikroklimatik kosullar tizerindeki etkileri degerlendirilmistir.

» » ‘ SV /
Sekil 9 Bayrakli Ilgesi Ornek Alan Mahalle Sinirlari
Kaynak: Google Earth goriintiisii kullanilarak yazar tarafindan olusturulmustur.

Adalet, Mansuroglu ve Manavkuyu Mabhallelerini i¢ine alan 6rnek alanda farkli kat
yiiksekligi, sokak deseni ve sokak genisligi olan alanlar tespit edilerek bir 6rnek analiz
alani olusturulmustur.

LMl &

..7 ’ \ B A5 g P i 1 rta Kath
Diisiik Kath R A P s ' Yapilasma
Yapilasma : 2 ,
(1-3 Kat)

Yiiksek Kath
Yapilagsma

Kaynak: Google Earth goriintiisii kullanilarak yazar tarafindan olusturulmustur.
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Diisiik Kath Yapilagsma
(1-3 Kat)

Orta Kath Yapilasma
(4-8 Kat)

Yiiksek Kath Yapilagsma
(9+ Kat)

Sekil 11 Ornek Alanda Olgiim Yapilmis Olan Noktalarin Numaralandirilmasi
Kaynak: Google Earth goriintiisii kullanilarak yazar tarafindan olusturulmustur.

Calisma kapsaminda, kentsel doku 6zelliklerinin kentsel 1s1 adasi lizerindeki etkisini
incelemek amaciyla ii¢ farkli bina yliksekligi ve degisken sokak genisliklerine sahip
orneklem alanlar1 belirlenmistir. Bu alanlarin geometrik yapisin1 ve gokyiizii agikligini
sayisal olarak ifade etmek i¢in 180 derecelik balikgdzii (fish-eye) lens yardimiyla yerden
yaklasik 1.5-2 metre yiikseklikte dairesel fotograflar ¢ekilmis; elde edilen bu goriintiiler
tizerinden her bir doku tipine ait Gokyiizii Goriinim Faktorii (GGF) degerleri

hesaplanmustir.

DUSUK KATLI

GENIS SOKAK

DAR SOKAK

ORTA KATLI

YUKSEK KATLI

Sekil 12 Farkli Morfolojik Ozelliklere Sahip Alanlarda Yapilan Gékyiizii Goriis Faktorii Olgtimleri
Kaynak: Olgiimler yazar tarafindan belirlenen alanda saha ¢aligmast yapilarak elde edilmistir.

25



NS =

Tablo 1 GGF Degerleri ve KIA Egilimi

No | Yapi Doku Tipi Sokak Tipi Yaklasik GGF GGF Yorumu KIA Egilimi

1 Dislik Katl Genis Sokak 0.88 Yiiksek GGF Distk KIA

2 Dislik Katl Dar Sokak 0.80 Orta-Yiiksek GGF | Orta Diizey KIA
3 Orta Katli Genis Sokak 0.81 Yiiksek GGF Dislik-Orta KIA
4 Orta Katli Dar Sokak 0.64 Orta GGF Orta KIA

5 Yiksek Kath Genis Sokak 0.56 Diisiik-Orta GGF Yiksek KIA

6 Yiksek Kath Dar Sokak 0.35 DisUk GGF Yiiksek KIA

Olgiim yapilan alanlarda GGF degerine bagli olarak literatiirde belirtilen ters orant: hesabi
ile 6l¢lim yapilan alanlardaki KIA egilimi belirlenmistir. Balikgdzii goriintiiler siyah-
beyaz maskeleme isleminden gegcirilmis ve gokylizii piksellerinin toplam hemisferik
gOriintli alanina oran1 ImageJ tabanli goriintii isleme yaklagimi ile hesaplanmistir (Middel
vd., 2018).

Ozellikle yogun yiiksek yapilasmanin bulundugu alanlarda diisik GGF degerlerinin;
ylizey sicakliklarinin artmasinin yan sira giines hakkinin azalmasi, golgeleme etkisinin
artmast ve gorsel gecirgenligin azalmasi gibi mekénsal sonuglar olusturdugu
diisiiniilmektedir. Bu durum, kentsel morfolojinin mikroiklimsel performans ile birlikte
kullanict deneyimi ve yasam kalitesi agisindan da degerlendirilmesi gerektigini ortaya
koymaktadir. Sekil 13’te ozellikle 6 numarali 6l¢lim noktasindaki sokak ozellikleri
nedeniyle yiiksek bina-dar sokak dokusunda giineslenmeden mahrum kalmakta olan bina
ve binanin golgelenme durumu gézlemlenebilmektedir.

/ B

\

4

Kaynak:Yazarin Kisisel Arsivi.
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Calisma kapsaminda belirlenen 6rnek alanlarda yapilan tespitlerde GGF degerleri ve
morfolojik kosullar degerlendirilmis, bu sayede literatiirde yer alan KIA etkisi ve GGF
iligkisi iizerinden segilen alanlarin olas1 KIA etkisi egilimleri belirlenmistir. Calisma
kapsaminda gerceklestirilen 6n degerlendirmeler dogrultusunda, farkli kentsel morfoloji
ozelliklerinin mikroiklim kosullar1 iizerinde etkisi oldugu kanisma varilmistir. Ozellikle
yuksek yapr yogunlugu, yiiksek bina yiikseklikleri ve dar sokak geometrisine sahip
alanlarda GGF degerlerinin azaldigi; buna bagl olarak yiizey sicakliklariin arttig1 ve
KIA etkisinin daha belirgin hale geldigi yoniinde egilimler gozlemlenmektedir. Bayrakli
ilcesinde Ozellikle yeni kent merkezi niteligi tasiyan yiiksek yogunluklu bolgelerde
yapilasma karakterinin hava dolasimi, golgelenme, giineslenme stiresi ve 1s1 depolama
stirecleri tizerinde etkili oldugu degerlendirilmektedir. Segilen alanlardaki morfolojik
ozellikler ve aliman GGF degerleri literatiirle uyumlu bir sekilde ilerlemktedir. Bina
yogunluklu, dar sokak yapisinda ve agik yesil alanlarin bulunmadig1 bolgelerde GGF
degerlerinin diisiik; diisiik katli, az yogunluklu ve agik-yesil alanlarin bulundugu
bolgelerde GGF degerleri daha yiiksek elde edilmistir. Bununla birlikte acik ve yesil alan
yogunlugunun daha fazla oldugu, diisiik katli ve daha gec¢irgen kentsel dokulara sahip
bolgelerde GGF degerlerinin yiikseldigi ve daha olumlu mikroiklim kosullarinin
olusabilecegi diisiiniilmektedir. Ozellikle agik alan siirekliligi, yapi araliklar ve yesil alan
varliginin ylizey sicakliklarinin azalmasina katki saglayabilecegi dngoriilmektedir. Ayni
zamanda diisik GGF degerlerinin bulundugu alanlarda giines hakkinin azalmasi,
golgeleme etkisinin artmasi ve gorsel gecirgenligin azalmasi gibi mekansal sonuglar
olusturdugu gozlemlenmistir. Bu durum, yalnizca yapt yogunlugunun degil; ayni
zamanda kentsel bosluklarin organizasyonu, ag¢ik alan sistemleri ve mekansal
diizenlemelerin de mikroiklim iizerinde belirleyici oldugunu ortaya koymakta, kentsel
deneyim ve termal konfor agisindan iklim duyarli tasarim yaklagimlarinin 6nemini
vurgulamaktadir.

Tartisma ve Sonug¢
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GNS3 Tabanh Ag Simiilasyonu ve NMS Entegrasyonu ile Kurumsal IoT
Cihaz Giivenligi Modellemesi
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Ozet: Bu ¢alisma, kurumsal aglarda sayilart hizla artan Nesnelerin Interneti (IoT) cihazlarimin merkezi yonetimi,
izlenebilirligi ve siber giivenligi icin GNS3 platformu iizerinde biitiinciil ve olgeklenebilir bir sistem altyapisi
modellemeyi amaglamaktadir. Giiniimiizde IP kameralar ve sensorler gibi IoT donamimlarimin kontrolsiiz
biiyiimesi ve kisitl kaynaklari, kurumsal aglarda yanal hareket riskini artirarak kritik giivenlik zafiyetleri
olusturmaktadir. Arastirma kapsaminda, FCAPS (Hata, Yapilandirma, Hesap, Performans, Giivenlik) modeli
temel alinarak kapsamli bir merkezi ag yonetim sistemi (NMS) mimarisi tasarlanmistir.

Metodolojik olarak, GNS3 sanallastirma teknolojisiyle merkez ve u¢ noktalar arasindaki iletisim hatlari gercege
yakin sekilde simiile edilmistir. VPN ve Metro-Ethernet hatlar iizerinden tam yedekli bir topoloji kurgulanmais;
agin merkezinde konumlandirilan Fortigate 200F NGFW ile SD-WAN ve derin paket inceleme tabanl giivenlik
politikalart yapilandirilmigtir. Sunucu katmaninda Lenovo ThinkSystem SR590 donanimlarimin giivenligi BoMC
araciyla optimize edilirken; omurga aginda Aruba/HPE mimarisi kullanilarak VLAN segmentasyonu
gerceklestirilmistir. Ozellikle IoT cihazlarimin izolasyonu icin "VLAN 100" yapisi olusturularak mikro-
segmentasyon uygulanmistir. Uzaktan erigim giivenligi icin Microsoft Azure AD entegreli SAML tabanli Cok
Faktorlii Kimlik Dogrulama (MFA) protokolleri devreye alinmistir. Sistemin dayanmikliligi, sizma testleri ve
Fortigate iizerindeki "Automation Stitches" gibi proaktif otomasyon kurallart ile test edilmigtir.

Bulgular, merkezi bir NMS platformunun entegre edilmesinin, olaylara miidahale siiresinde %80’e varan
verimlilik artisi sagladigini géstermistir. Ayrica, AE

S-256 sifreleme ve tavizsiz uygulanan VLAN izolasyonunun, agin saldirt yiizeyini %90 oraminda daralttigi
metriklerle kamitlanmistir. Sonug olarak; ag segmentasyonu, bulut tabanli modern kimlik dogrulama ve proaktif
izlemeyi kapsayan "Biitiinciil Giivenlik Yaklagimi"mn, kurumsal loT altyapilarini siber tehditlere karsi direngli
hale getirdigi ortaya konmusgtur.

Anahtar Kelimeler: 0T, Gns3, fortigate, siber giivenlik

Giris

Nesnelerin Interneti (IoT), fiziksel nesnelerin sensorler ve yazilimlar aracilifiyla internet
tizerinden veri aligverisi yapmasinit saglayan kiiresel bir ag altyapisini ifade eder. Kavramin
mucidi olan Ashton (2009), bu teknolojiyi fiziksel diinya ile dijital sistemlerin entegrasyonu
olarak tanimlamistir. Giinlimiizde IoT cihazlari; akilli sehirlerden endiistriyel tesislere kadar
cok genis bir yelpazede stratejik dneme sahiptir. Ozellikle gelecege hazir sehirlerin insasinda
ve kurumsal verimliligin artirilmasinda bu teknolojinin kullanimi kaginilmaz hale gelmistir.
Ancak bu teknolojik devrim, geleneksel ag giivenligi anlayisini "insandan insana" iletisimden,
"nesneden nesneye" (M2M) iletisime tasimis ve saldirt yilizeyini genisletmistir. Kurumsal
aglarda IoT cihazlarinin yonetimi; izleme, konfigilirasyon ve giincelleme siire¢lerinin standart
bir protokolden yoksun olmasi nedeniyle biiyiik bir zorluk teskil etmektedir. Bir¢ok cihazin
varsayilan (admin/admin) kullanict bilgileriyle aga dahil edilmesi ve sifresiz iletisim
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protokollerinin (Telnet, HTTP) kullanilmasi, kurumsal veriler i¢in ciddi bir risk
olusturmaktadir. Bu ¢calismanin amaci, kurumsal ag yoneticilerine FCAPS modeli ¢ergcevesinde
hem performans izleme hem de siber glivenlik denetimi saglayan, 6l¢ceklenebilir ve giivenli bir
Merkezi Ag Yonetim Sistemi (NMS) modeli sunmaktir (Abaklioglu, 2019).

Uygulama ve Teknik Yapilandirma

Arastirma kapsaminda, GNS3 sanallastirma platformu {izerinde ger¢cek donanim verileriyle
desteklenen bir vaka analizi yiiriitiilmiistiir. Sistem altyapisi, merkez ofis ve u¢ subeleri
birbirine baglayan VPN ve Metro-Ethernet hatlarindan olugsmaktadir. IoT cihazlarimi izole
etmek amaciyla Fortinet giivenlik duvari lizerinde "VLAN 100" blogu olusturulmus ve (Sekil
1)’de detaylandirilan ag topolojisi kurgulanmistir. Ortam izleme siireglerinde BS6000 ve
CL1000 serisi cihazlar kullanilarak, veri iletiminde SNMPv3 protokolii ile AES-256 sifreleme
katmanlar1 aktif edilmistir. Merkezi yOnetim sisteminin kurulmasiyla; toplu yapilandirma
islemleri sayesinde manuel siiregler dakikalara indirilmistir. (Tablo 1)’de goriildiigii tizere, bu
altyap is giicii verimliliginde %80 artis saglamistir. Ayrica, Fortigate {izerinde kurgulanan
otomasyon kurallar1 (Automation Stitches) ile 2 hatali parola denemesi yapan IP adresleri
otomatik olarak engellenerek proaktif bir savunma katmani olusturulmustur.

vlan10=192.168.10.0/ 24 Vian10=102.168.10.1
vian11=192.168.11.0/ 24 Vian11=192.168.11.1
vian12=192.168.12.0/ 24 Vian12=192.168.12.1 Bu kisimda belirtilen ip adreslerini L3 swich de
SRV2-1 vlan13=192.168.13.0/ 24 Vian13=102.168.13.1 vianlara atanms oldugum ip adresleridir.
192.168.10.14 vian14=192.168.14.0/ 24 Vian14=192.168.14.1
A, vian100=Firewalla Vian VIan100=192.168.100.1

102.168.10.10/ 24 %ﬂ”ncnl VLAN1O

el
192.168.10.11/24
‘Windows 2,
eo

Mm ROUITING ENABLE
DEFAULT GATEWAY = 102.168.100.254

192.168.100.254 doud1
Fortil-1

Switahg1
_——
VLAN12

el Ethernet

Windows1-1 e e2
. 192.168.11.13

192.168.11.10

Sekil 1. Ag topolojisi

Tablo 1. NMS Kurulumunda Yapilan islemlerden Elde Edilen Sonuglar

Yedekli kurulum Hizmet siirekliligi saglandi, veri kayb1 dnlendi.

Toplu yapilandirma Konfigiirasyon islemleri saatlerden dakikalara indirildi.

Kritik esik degerleri | Donanim arizalar1 ve bant genisligi doygunlugu o6nceden tespit edildi.

Otomatik alarm Hatali portlar insan miidahalesi olmadan kapatildi.
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Bulgular, literatiirde vurgulanan IoT cihazlarinin ana veri agindan izole edilmesi gerekliligini
(Ulker vd., 2017) desteklemektedir. Ancak, VLAN segmentasyonu her ne kadar saldir1 yiizeyini
daraltsa da, cihazlarin kendi i¢indeki donanimsal zafiyetleri icin iiretici odakli firmware
giivenligi standartlariin eksikligi temel bir sorun olarak durmaktadir. NIST (2020)
standartlarinin uygulanabilirligi bu modelle kanitlanmis olsa da, gelecekte yapay zeka tabanl
anomali tespit sistemlerinin bu NMS yapisina entegrasyonu, sifir giin saldirilarina kars1 daha
direngli bir yap1 sunabilir. Mevcut modelin bulut bagimliligi, internet kesintisi durumunda yerel
acil erisim senaryolarinin gelistirilmesini bir tartisma konusu olarak ortaya koymaktadir.

Tartismalar

Sonug¢

Bu calisma, kurumsal aglarda IoT giivenliginin sadece cihaz bazli sifreleme ile degil, biitiinciil
bir altyap1 yonetimi ve stratejik ag yapilandirmasiyla saglanabilecegini kanitlamistir. VLAN
segmentasyonunun uygulanmasi, olast bir sizma durumunda saldirganlarin ag ig¢indeki yanal
hareket imkanini kisitlayarak kritik verileri korumustur. SNMPv3 kullanimi ve varsayilan
parolalarin degistirilmesi, NIST (2020) standartlarina uyum saglayarak ag trafigini %99
oraninda daha giivenli hale getirmistir. Microsoft Azure AD entegrasyonu ve proaktif
otomasyon kurallari, siber tehditlere karsi insan miidahalesine gerek kalmadan anlik koruma
saglamis; merkezi yonetim yaklagimi ise operasyonel verimliligi %80 oraninda artirmastir.
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